1. Customer browses
and decides to purchase.

2. SET sends order and payment information.

Customer 7. Merchant completes order. Merchant

|

9. Issuer sends credit card
bill to customer.

A
3. Merchant 6. Bank 8. Merchant
forwards authorizes captures
payment payment. transaction.
information
to bank.

4. Bank checks with
issuer for payment

authorization.

F 3

5. Issuer authorizes

payment.

Customer’s bank (“issuer”)

v

Merchant's bank



Heguest Message
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Received
by merchant

Pl = Paymeni Informatimm
L4 = Order Informetion
PIMD = Pl message digest
Dol Signature OIMD = Ol message digest
E =  Encrypion {RSA for asymmetric;
+ DES for symamciric)
Cardhslder K, = Temporary symmeciric key
Leriificate KU, = Bank's public key-cxchange key




Hepoesl Message
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M = Order Information
OIM D Ol mezssage dizest

Passed an by POMD = Payment Order message digest
mrvienc hamnt b ¥ = Decrvption (R5A)
paymil galeway H = Hash funcrion (SHA-1)
o I = Cuostmner's pablic signaiore key
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w H Compare
OIMD

4+
Cardbholder
Cerlificals

FOMID




